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i The Challenges of Cyber-Physical Production Systems DFFIS

1. Heterogeneity & Interdisciplinarity

> Production systems use lots of different physical effects at the same time
(electromagnetism, heat, pressure, mechanics, ...)

> Equipment manufacturers force you to use certain tools/languages

2. Customisation
> Most production lines are one-of-a-kind, no economy of scales

3. Evolution and Legacy Components
> Production systems change over their regular lifetime
> Systems run for decades, parts may exist for more than a century

4. Safety (and increasingly, Security)
> Failures can be expensive, cause injury, and cascade to other systems

5. Task Complexity

> Industry 4.0 creates computation and interaction requirements like never
before
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i Desired Design Flow OFFIS
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0 . HERIR
I The Problem with the State of the Art OFFIS

Control systems are developed with tools and languages from Tatitate. ©o STATES (Starevachinel
30 years ago case seaceacnine or
> |EC 61131 defines programming languages that incorporate O o M
the latest trends from the 80s =
> Examples (in decreasing order of usability):
Struct
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> No sysf How can we improve the design ct 2000
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Market fo process of control systems for o SR Hs
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ndivid emerging cyber-physical production I
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systems under these constraints?
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changs
> Protection of business models through closed
ecosystems T . 5
> Chicken-and-egg problem with new tools/languages
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i The Idea

Proposal: IEC 61499 as intermediate ,- ..

implementation/integration model -

> Unified view on control software

> Model-based design flow from the top " "
down to this model

> |terative refinement

> Complexity management

Advantages:

> Traceability!

> Support for heterogeneous CPPS

> Reduced developer effort (low code?)

> Extension to DevOps possible
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What the

Integration Model
Buys Us
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i IEC 61499 as Integration Model ==

Model-based
> Multiple modelling styles

> Semantics compatible with popular el

source model languages

> Component model accomodates wide
range of targets

> Suitable abstraction level range

Executable J—

WoodFlow ProduceBoxWalls WallFlow

> Early Simulation

CarrierStorage

> Virtual integration testing '

> Extrafunctional Properties
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i Implementation Refinement 0|:|:=5

ProduceBoxParts

Use hierarchy to change viewpoint ! ]
> Goal: Control program Cwpiycorrier 1 Txansponcax;:e’x([i _}L;‘: Bm‘dlalls rj Scrapivod
7 @ materiaisinkin atenalsourrez:;:
> Basic program unit: skill )

° ° WEM ter: 15“2?’?7
Skills orthogonalize secondary aspects o] o ]
> Monitoring, HMI, error recovery, ... 4‘111‘"355}—‘:53‘1‘&" J“JZZT“J?’ —

> Even scheduling/MES is changeable

> Self-organized? Central control?

Skills allow black-box specialisation srs [l e sro [l sre
> Manually optimised implementations il Mgl -
> Custom hardware w/o code generation yv"vnz WF
> Generated code from other tools ! merocry e, - B——

> Skills from other run-time
environments (e.g. ROS2) _'|
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i Target Variability

Platform-based approach: meet-in-the-middle
> Local distribution
> Al accelerators, GPGPU, FPGA, DSP, ASIP
> Run-time environments (4diac, ROS, plain C++, ...)
> Non-local distribution
> Legacy devices
> Device sharing
> Virtual PLC

Multi-objective design space exploration
> Latency

> Throughput

> Energy

HEEN
OFFIS

OPC-UA Pub/Sub over TSN

LY
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(dI/doL “asn)

CPU/FPGA-Based
Control System

Edge Compute &
Control

1/0 Module

1/0 Module

14.0 Field Bus

Physical Connect

Field Bus MAC

High Speed Sensing
& Data Processing

High Speed 1/0

|elsnpu|
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I Assume-Guarantee Contracts in a Nutshell OFFIS

BEHAVIORAL TIMING SAFETY
VIEWPOINT VIEWPOINT VIEWPOINT
B B
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s, !
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_— 5 al] contracts shown
CEANCEANCTAC ACS are conjunctions
of requirements

Contract: pair C=(A, G)
> Assumptions on environment
> Gurantees of the system under those
assumptions
Operations for hierarchical design

> Refinement (vertical)

> Composition (horizontal)

Y
is delegated for ;r v+ is delegated for
implementation by a supplier , I lmplement ation by a supplier
R L e e O T L L T L L L L CETTEPTE L LT EEE L LR L REPEERLE !
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V. —
I Verification and Validation OFFIS

Composition & Refinement formally defined -
> Model-checking for small systems § i refned by he OEM
(e.g. Unit Testing) {nscsec T

> Simulation for large systems
(e.g. Integration Testing)

> Virtual Integration Testing R S o, o |
is delegated for v is delegated for )
implementation by a supplier : + implementation by a supplier
Advantages for complex systems i Cu@(CnC'@Cm)@(Cm@Cm),.' . '
O O Cn . \‘
> Fusing multiple viewpoints °. } "\
. . o b ameds T N G :
> Traceability of contracts to origin specification i EC i %C ] § EC oo :
> Independent component development (and P = P ) :
updating!)
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i Contract Language Examples
t € [0;ts] 2d € [0;dyi| : d € [dy;d5]
TSBC - Time-Sensitive Behavioural at
d2 = - 1
dy - —
t.lqt s

t =ty 7d = dpy : d € [0y

dﬂ

OFFIS

v

Contract ci

Contract csystem

try every 10ms, offset 3ms.
5.

A: En
G: Reaction within 1ms.

Contracts
> Functional (value) constraints
> Restriction to time intervals

itry every 10ms

G: Reaction within 1ms.

3\

MTSL - MULTIC Time Specification

Contract a

A
)

Communication Network

(TSN+5G)

A: Entry every 10ms, offset 2m:
G: Reaction within 1ms.

Language
> Huge amount of of timing properties
> Latency, Jitter, Causality, Duplication,

Exclusion, ...
> Well researched

31.05.2023

Application

Controlled Process

A:En
G: Reaction within 5ms.
Application Model / ;
N
. FBI CB1I FB Il s
Send Communicate Receive
. 1 L
T T 7
1 [}
} ,' Contract o
[_Com. Res. A ] [_Com.Res.B | [ Com.Res.C | ] | A:Entry every 10ms, offset dms.

System Model
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i Contract-Based Run-Time Monitoring EFFlS

End-to-end safety checks in ...and Hardware
Software...

-------------
r Power Supply Speicher Off-Chip Bu I
] (Analog) Grey Box) (RTL) p
1 5 =
1 Behavior of : 2
| Clock :;‘-," = Analog Control
: Component (Analog) £ 5 ®RTD

. & RiscV S

-~ - (Soft-IP) p
‘ POR On-Chip Peripherie
NS (Sgalco) RIL)

Trusted Execution Environment (TEE)

I Monitor I I Monitor I I Monitor I
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i DevOps for CPPS EFFIS

Revision possible at any model level

> Contracts define and limit scope of
re-testing

> Evolution of contracts possible

Y
o
‘e

Monitoring gives required insight
> Auto-generation reduces effort

> Traceability closes the loop
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Model-based engineering is the way to go

> Formal contracts are a perfect extension

Unified implementation model decouples
models from targets/capabilities

> Implementation details can be changed
> Impact of changes can be contained
> |EC 61499 & 4diac give flexibility

Ultimately allows end-to-end safety checks

> Run-time monitoring

> DevOps
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