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Toroen oty | Why Time Delay Matters in IDCS
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o Controller has to use old information
o Controller has to predict the future
25.02.2025 Dr.-Ing. Friederike Bruns » Effectively lowers the sampling time
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— ] Time in IDCS and Network Communication
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Worst-Case Execution 10 ms
Time (WCET) 1 ms 4ms 1ms

Motor Path

Tracking

Control Planning

Joint
(Contains Actuator & Sensor)

= Time Division Multiple Access (TDMA)

P
d
» Deterministic and synchronised network

/

/ » Separate time-critical from best-effort traffic
= Sub-millisecond latency, minimal jitter (<1%), ...
» Specify network with respect to the control tasks

1. Publish data at sending device
End Effector

/ 2. Transmit data over wire

3. Accept data at receiving device
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T om | General Modelling Procedure for Industrial Control Systems
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Model-Based and Platform-Based Design R

B

Requirements

failed

|

) _ - Deploy and Run
Verify the Behaviour of the Application

the Application

passed
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T om | Contract-Based Design

Universitat
Oldenburg

— Continuous refinement to avoid costly design reiterations

A-G Contract:
Assumptions about EI
Guarantees about EO1 & EO2

— Hierarchical decomposition

Component

— Virtual Integration Test: C=2C1 Q ... ® Cn

Component

— Qutcome

— Failed: Adjust the model(s) or contract(s)

— Passed: Further refinement or deployment

MULTIC Timing Specification Language (MTSL)

Event Occurence Pattern: Event e occurs every [5,7]ms with offset [0,1]ms.

¢T|T|T|T|T¢T¢|T¢T>

80 time t

Event Reaction Pattern: Reaction(e,f) within [5,7]ms.
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— ] Formalisation of IEC 61499 Semantics
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Formal verification requires formalisation of IEC 61499 semantics

An application A is characterised by the tuple (FBs, E, D, M, ExB).
Within this characterisation:

— FBs refer to a set of periodic and modular function blocks
— E specifies a set of events that trigger the execution of FBs
— D defines a set of data connectors

— M defines a mapping of FBs to execution resources

— EXB refers to the behaviour of the application based on the execution and data processing with FBs

Semantic Loopholes

* |EC 61499 allows different interpretations of an application

* Varied behaviour depending on the runtime and limited support for real-time (Smodic’06, Prenzel’22)
Assumption

Consider a static and deterministic FB network

» Introduce Rendezvous FBs if needed to merge two event streams into one.
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T om | Formalisation of IEC 61499 Semantics: Timing
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Formal Definition of FBs (Dubinin’08)

Restrict FBs to provide deterministic behaviour:

» Guarantee a bounded execution time

» Mitigate the risk of unbounded execution resulting from infinite loops

The timing behaviour of a periodic FB is characterised by the tuple (p, o, €, 0).
Within this characterisation:

— p is defined as the period of an FB
— 0 characterises the offset relative to the starting point of p
— € refers to the upper bound of the execution time for the FB

— 0 specifies the relative deadline of an FB
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Coreon ovsea | Communication Layers
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Message Process to

. W Application Layer o Application Layer
Communication FBs v .
l - I ‘ Transport Layer Transport Layer

Network Layer Network Layer

Network Segment
&

Channels Data Link Layer Data Link Layer

ST

Physical Link ‘ . = Physical Link
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Sender Receiver

Its interface is determined by the tuple (£7, £0, D/, DO, IW, OW) .

o | IEC 61499 Modelling Extension: The Message e o e

U n ive rs i t é t | Transport Layer } -------- Device . 18 )I Transport Layer |

O I d e n b u rg | Netwni Layer | | Nelwui Layer |
v ¥

| Data Li:k Layer | | Data Lilk Layer |

| |

Physical Link |—)| Physical Link

— with exactly one scalar event at the input and output (£7and £0). These refer to the incoming
transmission request event and transmission confirm event.

— A message has a set of data inputs (D/= da, da, ..., diy) and an according number of data outputs
(DO =don, do, ..., doy).

— The event ensures that the transmission is synchronised, so that the event and data transmission only
takes place simultaneously.

— As a mathematical notation, this is described as W/7/-(event data) associations.
— For a set of inputs this is described as /W < £/ x D/, and for outputs the notation is OW < £0 x DO.

Remark The scalar event input £/ triggers the transmission of the data input set /.
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Sender Receiver
Process to
W frocess ]

— ] IEC 61499 Modelling Extension: The Message [ A ]
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M—| NSTAN CE—N AM E | Data L‘:k Layer | | Data L:k Layer

¥ )
Event N P 0 Event | Physical Link  — Physical Link |
Message
Dat Dlj—- === === === == DO1 Data
Data DR |- === == == === DO2 Data
2 —» Transmission Control Function —»110
‘t‘ Tsetup
|
i1 5 6 3 {7 Tstart
Sending || Transmission —» Receiving Tsend
Process
? ® Ttransm.
Treceive
t3 v t4 8 w 19
o Tfinish

Channel Scheduling Function »
i1 2 3 4 5 6 t7f 8 19 ti0 tn i
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o | IEC 61499 Modelling Extension: The Message
[ s
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Device to

Device, Transport Layer

o
Data Link Layer

Physical Link Physical Link
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IEC 61499 Modelling Extension: The Message

Characteristics

» Message FB creates a message (packet with event and data) for transmission when triggered
» Synchronisation point for event and data stream (intentionally just one event |/0)
» Message FBs can be equipped with contracts

» Allows explicit mapping to communication resources

FFwd
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Sender

v | IEC 61499 Modelling Extension: The Channel
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v

Network Layer

v
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— Physical Channel within which a Message can be transmitted

Physical Link

»Stored as part of the network segment specification
— Buffer-Channel:
1. Synchronisation of network & execution cycle

2. Safety margin for concurrent traffic outside of the application

Cyclei

— Communication pattern (TDMA-based) dictates technical parameters:

Receiver

........ Process .| Application Layer

Device to +

.......... = “'-‘E?------)I Transport Layer

v

| Network Layer

¥

| Data Link Layer

v

|—)| Physical Link

»Overall cycle time, number of Channels, each Channel’s duration and order

n

<
<

Net

Channel0 | Channell Channel2 | Channel3 | Channel4 Channel5
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IEC 61499 Modelling Extension: The Channel

Communication Details

Cycle Time: TIME# | 10
E&' | name value type comment
ChannelO TIME#1ms TIME
Channell TIME#1ms TIME
Channel2 TIME#1ms TIME
Channel3 TIME#1ms TIME
Channel4 TIME#1ms TIME
Channel5 TIME#5ms TIME
<
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T sty | IEC 61499 Modelling Extension: Mapping
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¥| Map Elements to Resource O X

Select Resource

{7 Tsn10.ChannelPO
# Tsn10.ChannelP1
@ Tsnl10.ChannelP2

5 Tsnl10.ChannelP3

QK | Cancel
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T oty | Mapping Process
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— Mapping specifies order and timing of Messages (time-triggered sending)
— Direct and manual schedule specification

— Could support automated scheduling strategies

Focus:

— Find a feasible schedule that does not violate timing requirements!

— Consider and analyse entire set of FBs to determine required order

— Resulting set of ordered Messages inherit exact timing information from the mapping

1 Cycle i 1
< g
i i
1 1
Net | |
1 1
! ' >
' '"Time t
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T ovses| Use Case Example
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Addresses Scalability Joint Control Application

Concems
H MPos1 H
MCU1 Tu1
Joint Control Application — Mvell — Verification
—| MPathP of Timing
PPU Contract
g phiiiclm o
H MPos2 H
Joint Control Application MCU2 TUZ2
o MVel2
PPU MCU1 TU1
Demonstrates Joint Control Application
Limitations and
H MPos1 H
Joint Control Application — MFB1 k MCU1 TU1
]

Verification - Mvell  — Verificafi
of Timing — MPathP k - MPos1 k —| MPathP T ;”T'ﬁ‘ir"‘;”
C?ant'rl'a)(:t PPU MCUH TU1 PPU l Contract

- MFFwd L MVl — MFFwd (VIT)
— MPos2
A { MFB2 — MCU2 TU2
I H Mvelz
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Toroen oty | Joint Control Application with Timing Specification
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— A-G contracts can be specified for a single FB or group of FBs (Subapp)

— Specification based on MTSL

E CYCLE A CONTRACT_JOINT_CTRL
)START  EO}— |ASSUMPTION PPEI occurs every 1l1loms
»STOP ASSUMPTION PVEI occurs every 10ms
TielE_cYcLE[ | |GUARANTEE Reaction({PPEI,PVEI}, MEO)
T#10ms)DT within [8.25,10]ms
E_CYCLE_B JOINT_CTRL
')START EON—"—PPEI» \PPEI MEO) YMEO »
»STOP _L>PVEI > ) PVEI
eiE_cycLE[ 1 =
T#10ms)DT
25,02 2025 o1 ing. Fedotie ane o e S oD . s 7 ot Erating Aoeted Tming Verfaton A
Conference on Industrial Technology (ICIT), Bristol, UK, 2024, IEEE




Toroen oty | Joint Control Application — Refinement Step
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— Does the composition of the sub-contracts still fulfil the top-level contract?
_CONTRACT_PPU
ASSUMPTION PPEI occurs every 10ms | —_CONTRACT_McU
GUARANTEE Reaction(PPEI, {PPEO1,PPE02}) within 1ms ASSUMPTION FEI occurs every 1@ms with 4ms offset
ASSUMPTION P1EI1l occurs every 1@ms with 2ms offset

PPU ASSUMPTION P1EI2 occurs every 1@ms with 2.75ms offset
N (EPET COEGI— ASSUMPTION P2EI2 occurs every l@ms with 6.25ms offset
‘ SO ) PPE02) GUARANTEE Reaction([FEI,P1EI1,P1EI2,P2EI2],MEO) within 2ms
1 =
—»FEI )-————\L MCU 4 MEO)
_CONTRACT_TU —pP1EI1 ) 1 »FEI  MEO)
ASSUMPTION PVEI occurs every 1@ms —PP1EI2 ) »P1EI1
GUARANTEE Reaction(PVEI,{PVEO1,PVEO2}) within 1ms —pP2EI2 ’L;}MEIZ
PP2EI2
- ==
——)PVEI T " PVEOL) e — ———
»PVET Pveon_/—, PVEO2)
PVEO2 )
=

{E1,E2} refers to simultaneously occurring events
[E1,E2] refers to events that occur in unspecified order
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25.02.2025 Dr.-Ing. Friederike Bruns




Carl von Ossietzky

Universitat
Oldenburg

Net

MCU

A

Joint Control Application

Cycle i

Buffer

Idle Time

PathP

Buffer
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— ] A Possible Time Trace
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Joint Control Application Extended
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Joint Control Application Extended
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T osset | A Possible Time Trace with Multiple Contract Violations
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5 Infeasible schedule: —*
1. Adjust the contract specifications
2. Adjust the mapping _
3. Adjust the application or hardware design ime t
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Toreon oot | Joint Control Application Extended
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Limited number of Channels (TSN specific):
1. Asynchronous interaction by adjusting frequency/hyper period (negative impact on the system) )
2. Map several Messages to one Channel (rising unpredictability) j
3. Establish additional network structure (wasted bandwidth)

1o Cyete
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Toreon oot | Joint Control Application Extended
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Limited number of Channels (TSN specific):
1. Asynchronous interaction by adjusting frequency/hyper period (negative impact on the system) )
2. Map several Messages to one Channel (rising unpredictability) j
3. Establish additional network structure (wasted bandwidth)
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— ] A Possible Time Trace
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Automated Network Configuration

Carl von Ossietzky

Universitat
Oldenburg

— Deployment using a wrapper script

— Automated execution of all configuration
steps based on the provided information

Results:

— Varying number of higher & lower
performant platforms

— No adjustments for Linux-based platforms

— Significantly streamlined process

Correct-by-Construction Design of Industrial Communication
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System & Application Model using |IEC 61499

MNetwark
|

|
Receiving Device

Sending Device
FBs mapped to =L FBs mapped to
Sending Device || Receiving Device

Attach TAS to system model and map windows

Cycle N {100ms)

. A

ChannelP0 .. Free

B ey W

B0ms 20ms

¥

Deploy IEC 61499 application using wrapper script

IE>
\ 4

:\a
* Generate ptp.config

Automated TSN configuration

—>
Time

Apply TSN

Read Config. Info
configuration steps * Start runtime

from IEC 61499
model

B. J. Mackenzie, F. Bruns and W. Nebel, ,Model-Based Automation of TSN Configuration for
Industrial Distributed Systems”, In 21st IEEE International Conference on Industrial Informatics
(INDIN). Lemgo. Germany. 2023, |IEEE. doi: 10.1109/INDIN51400.2023.10218085




— ] Contributions & Future Work
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Main Contributions

— IEC 61499 extension for modelling network communication: Message, Channel, Mapping
— Enabled timing verification for IDCS

— Automated Network Configuration

The extension is about to be standardised

Future Work
— Generating optimised schedules

— Use contracts as a basis for fault detection (offline and at run-time)
— Optimisation techniques for control systems (e.g., from an energy point of view)
— Model-based robust control and reduction of sensitivity against disturbances and faults

— Integration of uncertainty quantification
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Integration of Timing Specifications in IEC 61499

Contract
< > SubApp
bool: valid owner
assumptions

guarantees
ContractElement
1.* 1.7

Assumption \ Guarantee

offset occurence Causality

Reaction

Event: pinF

Event: pinE

Y
& TimingElement 03

A

T
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Event: pinF

occurence

1 «SubApp Name="_CONTRACT ValveCtrlApp" Comment="

w00 =~ o = M

14
15
16

A: IN occurs every [10, 10]ms;
G: Reaction(IN,OUT) within [10, 10]ms" =
<SubApplnterfacelist>
<SubAppEventinputs>
=<SubAppEvent Name="REQ" Type="Event" Comment="">
</SubAppEvent=
</SubAppEventlnputs=
<SubAppEventOutputs>
=SubAppEvent Name="CNF" Type="Event" Comment="">
</SubAppEvent=
</SubAppEventOQutputs>
... <!--VarDeclarations-->
<SubAppNetwork>

</SubAppNetwork>

17 </SubApp=>



Toreon oot | IEC 61499 Modelling Extension
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— DefaultConfiguration

— Single communication

— Specifically tailored for best-effort traffic
— TsnConfiguration

— Concrete implementation of the concept

— Parameters: cycleTime, a list of up to 8
Channels each with its specified duration

— Limitation of 8 Channels could be easily
adapted, when there are respective
changes to the TSN standard
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Segment

attnbutes: Attnbute

color: Color

connections: Link

[0..1] communication

«interface»
CommunicationConfiguration

+ getMappingTargets(): CommunicationMappingTarget

A

------------------ L LLLLT LT T T
I ]

DefaultConfiguration

TsnConfiguration

+ cycleTime: Elnt

[1..1] target [1..8] windows

CommunicationMapping Target Channel

+ duration: ElInt=0

+ getName(): String

[0..1] mappedElements

Message

mapping: Mapping



T oty | Mapping Process
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!;1 Show Mapped Communication FBs m}

] TSNEthernet.ChannelP1.M_PathP

Cancel

i,_l Show Mapped Communication FBs ()

L] TSNEthernet.ChannelP2.MPos1

Communication Details

Cycle Time: TIME# | 10 ms
oo name value type omment Cancel
ChannelP0  TIME#1ms  TIME
ChannelP1 TIME#1ms TIME _,__I Show Mapped Communication FBs [m]

ChannelP2  TIME#1ms  TIME
ChannelP3  TIME#1ms  TIME
ChannelP4  TIME#1ms  TIME

f:] TSNEthernet.ChannelP3.MFfwd

ChannelP5  TIME#5ms  TIME

!4 Show Mapped Communication FBs ]

i a T§Néthernétjéhannei P4 MVéI 1

[T

Cancel

» Basis for systematic mapping
» Overview of all messages mapped to channels
» Enables automation processes
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T oty XML Specifications
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CHANNEL MESSAGE
1 <SegmentType Name="EthernetTSN" Comment=""> '1 <Application Name="App" Comment="">
2 <|dentification .../> 2
3 <Versioninfo .../> 3 <FB Name="MsgWith1DataPin" Type="MESSAGE_1"
4 <Compilerinfo/> 4 Comment="" />
5 <VarDeclaration Name="CycIeTime" T}I’DEZHTlME" 5 <FB NameZHMSgWitthatapinsﬂ T}FDE='IMESSJ‘5\GE_2"
6 InitialValue="T#10ms" Comment="Cycle Time"/> 6 Comment=""_../>
7 <VarDeclaration Name="ChannelP0" Type="TIME" 7 _ ~1-_ connections --=
8 InitialValue="" Comment=""/> 8 </Application>
9 <VarDeclaration Name="ChannelP1" Type="TIME"
10 InitialValue="" Comment=""/>
12 <VarDeclaration Name="ChannelP7" Type="TIME" B
13 InitialValue="" Comment=""/~ 1 <Mapping From="App.Message0"
14 </SegmentType> 2 To="Tsn10.ChannelP0"/>

3 =Mapping From="App.Messagel"
4 To="Tsn10.ChannelP1"/>
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Timing Information for all FBs

Function Offset | WCET Function Offset | WCET
Block [ms] [ms] Block [ms] [ms]
Pathplanning 0 1 Sub_PathP1 1.75 0.25
Pub_ FFwd 1.25 0.25 Sub_Posl 2.5 0.25
Pub_PathP 1 0.25 PID Posl 2.75 1
M_FFwd 3 0.5 Sub FFwdl 3.75 0.25
M_PathP 1.25 0.5 FFwdl 4 1
Pos_Vell 0 | Sub_Vell 5 0.25
Pub_Posl 1 0.25 F ADDI1 5.25 1
Pub_Vell 1.25 0.25 PID Vell 6.25 |
M _Posl 2 0.5 Motorl 7.25 |
M_Vell 4 0.5
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T v | Message FBs Contracts
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_CONTRACT_MESSAGE_PATHP

A MPathPEI occurs every 10 ms with 1 ms offset.
G Reaction(MPathPEI, MPathPEO) occurs within 1 ms.

_CONTRACT_MESSAGE_POSI

A MPoslEI occurs every 10 ms with 1 ms offset.
G Reaction(MPos1EI, MPosIEO) occurs within 1.75 ms.

_CONTRACT_MESSAGE_FFWD

A MFFwdEI occurs every 10 ms with 1.25 ms offset.
G Reaction(MFFwdEI, MFFwdEQO) occurs within 2.75 ms.

_CONTRACT_MESSAGE_VELI

A MVellEI occurs every 10 ms with 1.25 ms offset.
G Reaction(MVellEl, MVellEO) occurs within 5 ms.
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Joint Control Application Extended with Feedback Loop
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A Valid Mapping that Does Not Violate Contracts
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